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Abstract: The application of artificial intelligence in the detection of malicious domain names needs to consider
both accuracy and calculation speed, which can make it closer to the actual application. Based on the above
considerations, a lightweight malicious domain name detection model based on separable convolution was
proposed.The model uses a separable convolution structure. It first applies depthwise convolution on every input
channel, and then performs pointwise convolution on all output channels. This can effectively reduce the parameters

of convolution process without impacting the effectiveness of convolution feature extraction, and realize faster
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convolution process while keeping high accuracy. To improve the detection accuracy considering the imbalance of

the number and difficulty of positive and negative samples, a focal loss function was introduced in the training

process of the model. The proposed algorithm was compared with three typical deep-learning-based detection

models on a public data set. Experimental results denote that the proposed algorithm achieves detection accuracy

close to the state-of-the-art model, and can significantly improve model inference speed on CPU.
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Figure2 Standard and depthwise separable 2D convolution structures
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Figure4 The structure of malicious domain name detection model based
on depthwise separable convolution
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Table1 The parameters of the detection model
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W) (Activation) 1x1 1x1 Activation= ‘sigmoid’
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Table3 Comparative experimental results

Hik: FEEES SEEUER AUC CPU HfEREI )/ms
SCHR[815E 94.06% 96.61% 0.9968 1.05
SCHR[ 715892 95.36% 96.97% 0.9960 2.07
SCHR[10]459% 96.26% 97.51% 0.9971 2.09
AL 96.75% 97.46% 0.9971 0.60
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